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compliance practices, and training that par-
ticipating internet ecosystem companies can
institute within their companies to reliably
detect and disrupt the use of their platforms,
systems, services, and infrastructure by ma-
licious cyber actors;

(6) provide recommendations for accel-
erating, to the greatest extent practicable,
the automation of existing or instituted
operational workflows to operate at line-rate
in order to enable real-time mitigation with-
out the need for manual review or action;

(7) provide recommendations for (but not
design, develop, install, operate, or main-
tain) technical capabilities to enable partici-
pating internet ecosystem companies to col-
lect and analyze data on malicious activities
occurring on their platforms, systems, serv-
ices, and infrastructure to detect and disrupt
operations of malicious cyber actors; and

(8) provide recommendations regarding rel-
evant mitigations for suspected or discov-
ered malicious cyber activity and thresholds
for action.

(d) COMPETITION CONCERNS.—Consistent
with section 1905 of title 18, United States
Code, the Secretary shall ensure that any
trade secret or proprietary information of a
participating internet ecosystem company
made known to the Federal Government pur-
suant to a public-private partnership under
the pilot program remains private and pro-
tected unless explicitly authorized by the
participating company.

(e) IMPARTIALITY.—In carrying out the
pilot program under subsection (a), the Sec-
retary shall not take any action that is in-
tended primarily to advance the particular
business interests of a given company but
are otherwise authorized to take actions
that advance the interests of the United
States, notwithstanding differential impact
or benefit to a given company’s or given
companies’ business interests.

(f) RESPONSIBILITIES.—

(1) SECRETARY OF HOMELAND SECURITY.—
The Secretary shall exercise primary respon-
sibility for the pilot program required by
subsection (a), organizing and directing au-
thorized activities with participating Fed-
eral Government organizations and internet
ecosystem companies to achieve the objec-
tives of the pilot program.

(2) NATIONAL CYBER DIRECTOR.—The Na-
tional Cyber Director shall support
prioritization and cross-agency coordination
for the pilot program required by subsection
(a), including ensuring appropriate participa-
tion by participating agencies and the iden-
tification and prioritization of key private
sector entities and initiatives for the pilot
program.

(3) SECRETARY OF DEFENSE.—The Secretary
of Defense shall provide support and re-
sources to the pilot program required by sub-
section (a), including the provision of tech-
nical and operational expertise drawn from
appropriate and relevant components of the
Department of Defense, including the Na-
tional Security Agency, United States Cyber
Command, the Chief Information Officer, the
Office of the Secretary of Defense, military
department Principal Cyber Advisors, and
the Defense Advanced Research Projects
Agency.

(g) PARTICIPATION OF OTHER FEDERAL GOV-
ERNMENT COMPONENTS.—The Secretary may
invite to participate in the pilot program re-
quired by subsection (a) the heads of such de-
partments or agencies as the Secretary con-
siders appropriate.

(h) INTEGRATION WITH OTHER EFFORTS.—
The Secretary shall ensure that the pilot
program makes use of, builds upon, and, as
appropriate, integrates with and does not du-
plicate other efforts of the Department of
Homeland Security and the Department of
Defense relating to cybersecurity, including
the following:
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(1) The Joint Cyber Defense Collaborative
of the Cybersecurity and Infrastructure Se-
curity Agency.

(2) The Cybersecurity Collaboration Center
and Enduring Security Framework of the
National Security Agency.

(1) RULES OF CONSTRUCTION.—

(1) LIMITATION ON GOVERNMENT ACCESS TO
DATA.—Nothing in this section authorizes
sharing of information, including informa-
tion relating to customers of internet eco-
system companies or private individuals,
from an internet ecosystem company to an
agency, officer, or employee of the Federal
Government unless otherwise authorized by
another provision of law and the Secretary
shall ensure compliance with this sub-
section.

(2) STORED COMMUNICATIONS ACT.—Nothing
in this section shall be construed to permit
or require disclosure by a provider of a re-
mote computing service or a provider of an
electronic communication service to the
public of information not otherwise per-
mitted or required to be disclosed under
chapter 121 of title 18, United States Code
(commonly known as the ‘“‘Stored Commu-
nications Act’).

(3) THIRD PARTY CUSTOMERS.—Nothing in
this section shall be construed to require a
third party, such as a customer or managed
service provider of an internet ecosystem
company, to participate in the pilot pro-
gram.

(j) BRIEFINGS.—

(1) INITIAL.—

(A) IN GENERAL.—Not later than one year
after the date of the enactment of this Act,
the Secretary shall, in coordination with the
Secretary of Defense and the National Cyber
Director, brief the appropriate committees
of Congress on the pilot program required by
subsection (a).

(B) ELEMENTS.—The briefing required by
subparagraph (A) shall include the following:

(i) The plans of the Secretary for the con-
duct of the pilot program under subsection
(a).

(ii) Identification of key priorities for the
pilot program.

(iii) Identification of any potential chal-
lenges in standing up the pilot program or
impediments to private sector participation
in the program, such as a lack of liability
protection.

(iv) A description of the roles and respon-
sibilities under the pilot program of each
participating Federal entity.

(2) ANNUAL.—

(A) IN GENERAL.—Not later than two years
after the date of the enactment of this Act,
and annually thereafter for three years, the
Secretary shall, in coordination with the
Secretary of Defense and the National Cyber
Director, brief the appropriate committees
of Congress on the progress of the pilot pro-
gram required by subsection (a).

(B) ELEMENTS.—Each briefing required by
subparagraph (A) shall include the following:

(i) Recommendations for addressing rel-
evant policy, budgetary, and legislative gaps
to make the pilot program more effective.

(ii) Such recommendations as the Sec-
retary may have for increasing private sec-
tor participation in the pilot program, such
as providing liability protection.

(iii) A description of the challenges en-
countered in carrying out subsection (a), in-
cluding any concerns expressed by private
sector partners regarding participation in
the pilot program.

(iv) The findings of the Secretary with re-
spect to the feasibility and advisability of
extending or expanding the pilot program

(v) Such other matters as the Secretary
considers appropriate.

(k) TERMINATION.—The pilot program re-
quired by subsection (a) shall terminate on
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the date that is five years after the date of
the enactment of this Act.

(1) DEFINITIONS.—In this section:

(1) The term ‘‘appropriate committees of
Congress’ means—

(A) the Committee on Homeland Security
and Governmental Affairs and the Com-
mittee on Armed Services of the Senate; and

(B) the Committee on Homeland Security
and the Committee on Armed Services of the
House of Representatives.

(2) The term ‘‘internet ecosystem com-
pany’”’ means a business incorporated in the
United States that provide cybersecurity
services, internet service, content delivery
services, Domain Name Service, cloud serv-
ices, mobile telecommunications services,
email and messaging services, internet
browser services, or such other services as
the Secretary determines appropriate for the
purposes of the pilot program required by
subsection (a).

(3) The term ‘‘participating company’’
means an internet ecosystem company that
has entered into a public-private partnership
with the Secretary under subsection (b).

(4) The term ‘‘Secretary’ means the Sec-
retary of Homeland Security.

SA 4406. Mrs. SHAHEEN (for herself,
Mr. KELLY, and Ms. HIRONO) submitted
an amendment intended to be proposed
to amendment SA 3867 submitted by
Mr. REED and intended to be proposed
to the bill H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of subtitle B of title XII, add
the following:

SEC. 1216. ADDITIONAL VISAS UNDER AFGHAN
SPECIAL IMMIGRANT VISA PRO-
GRAM.

Section 602(b)(3)(F) of the Afghan Allies
Protection Act of 2009 (Public Law 111-8; 8
U.S.C. 1101 note) is amended, in the matter
preceding clause (i), by striking ‘34,500’ and
inserting ‘‘38,500°".

SA 4407. Mrs. SHAHEEN (for herself,
Mr. PORTMAN, and Mr. DURBIN) sub-
mitted an amendment intended to be
proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be
proposed to the bill H.R. 4350, to au-
thorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes;
which was ordered to lie on the table;
as follows:

At the end of subtitle F of title XII, add
the following:

SEC. 1264. REPORTS ON JOINT STATEMENT OF
THE UNITED STATES AND GERMANY
ON SUPPORTING UKRAINE, EURO-
PEAN ENERGY SECURITY, AND CLI-
MATE GOALS.

(a) SENSE OF CONGRESS.—It is the sense of
Congress that—

(1) the United States remains opposed to
the completion of the Nord Stream 2 pipe-
line, which threatens the energy security of
many European allies;

(2) the United States is concerned by re-
cent efforts by the Russian Federation to
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weaponize gas supplies to advance its geo-
political agenda and exploit the
vulnerabilities of Eastern European compa-
nies; and

(3) the Government of Germany must make
every effort—

(A) to act upon all deliverables outlined in
the joint statement reached between the
United States and Germany on July 15, 2021;

(B) to apply sanctions with respect to the
Russian Federation for any malign activity
that weaponizes gas supplies to European al-
lies; and

(C) to comply with the regulatory frame-
work under the European Union’s Third En-
ergy Package with respect to Nord Stream 2.

(b) REPORT.—

(1) IN GENERAL.—Not later than 60 days
after the date of the enactment of this Act,
and every 90 days thereafter through Sep-
tember 30, 2023, the Secretary of State shall
submit to the Committee on Foreign Rela-
tions of the Senate and the Committee on
Foreign Affairs of the House of Representa-
tives a report on the implementation of the
United States-Germany climate and energy
joint statement announced by the President
on July 15, 2021.

(2) ELEMENTS.—Each report required by
paragraph (1) shall include the following:

(A) A description of efforts undertaken by
Germany to execute the elements of such
joint statement, including efforts—

(i) to implement assistance programs
that—

(I) support
Ukraine; and

(IT) commit funding to, and mobilize in-
vestments toward, sustainable energy;

(ii) to support Ukraine in negotiations
with Gazprom to extend the current transit
agreement; and

(iii) to engage more deeply in the Minsk
Agreements and the Normandy Format for a
political solution to the Russian Federa-
tion’s illegal occupation of Crimea.

(B) An assessment of activities by the
United States and Germany to advance and
provide funding for the Three Seas Initia-
tive.

(C) A description of any activity of, or sup-
ported by, the Government of the Russian
Federation—

(i) to weaponize the gas supplies of the
Russian Federation so as to exert political
pressure upon any European country;

(ii) to withhold gas supplies for the purpose
of extracting excessive profit over European
customers; or

(iii) to seek exemption from the European
Union’s Third Energy Package regulatory
framework.

energy diversification in

SA 4408. Mrs. SHAHEEN (for herself,
Ms. COLLINS, Mr. WARNER, Mr. RUBIO,
Mr. RIscH, Mr. MENENDEZ, and Mr.
DURBIN) submitted an amendment in-
tended to be proposed to amendment
SA 3867 submitted by Mr. REED and in-
tended to be proposed to the bill H.R.
4350, to authorize appropriations for
fiscal year 2022 for military activities
of the Department of Defense, for mili-
tary construction, and for defense ac-
tivities of the Department of Energy,
to prescribe military personnel
strengths for such fiscal year, and for
other purposes; which was ordered to
lie on the table; as follows:

Strike section 1053 and insert the fol-
lowing:

SEC. 1053. ANOMALOUS HEALTH INCIDENTS.

(a) DEFINITIONS.—In this section:

(1) AGENCY COORDINATION LEAD.—The term
‘““‘Agency Coordination Lead’ means a senior
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official designated by the head of a relevant
agency to serve as the Anomalous Health In-
cident Agency Coordination Lead for such
agency.

(2) APPROPRIATE NATIONAL SECURITY COM-
MITTEES.—The term ‘‘appropriate national
security committees’ means—

(A) the Committee on Armed Services of
the Senate;

(B) the Committee on Foreign Relations of
the Senate;

(C) the Select Committee on Intelligence
of the Senate;

(D) the Committee on Homeland Security
and Governmental Affairs of the Senate;

(E) the Committee on the Judiciary of the
Senate;

(F) the Committee on Armed Services of
the House of Representatives;

(G) the Committee on Foreign Affairs of
the House of Representatives;

(H) the Permanent Select Committee on
Intelligence of the House of Representatives;

(I) the Committee on Homeland Security
of the House of Representatives; and

(J) the Committee on the Judiciary of the
House of Representatives.

(3) INTERAGENCY COORDINATOR.—The term
‘“‘Interagency Coordinator’” means the Anom-
alous Health Incidents Interagency Coordi-
nator designated pursuant to subsection
(D).

(4) RELEVANT AGENCIES.—The term
evant agencies’” means—

(A) the Department of Defense;

(B) the Department of State;

(C) the Office of the Director of National
Intelligence;

(D) the Department of Justice;

(E) the Department of Homeland Security;
and

(F) other agencies and bodies designated by
the Interagency Coordinator.

(b) ANOMALOUS HEALTH INCIDENTS INTER-
AGENCY COORDINATOR.—

(1) DESIGNATION.—Not later than 30 days
after the date of the enactment of this Act,
the President shall designate an appropriate
senior official as the ‘‘Anomalous Health In-
cidents Interagency Coordinator’’, who shall
work through the President’s designated Na-
tional Security process—

(A) to coordinate the United States Gov-
ernment’s response to anomalous health in-
cidents;

(B) to coordinate among relevant agencies
to ensure equitable and timely access to as-
sessment and care for affected personnel, de-
pendents, and other appropriate individuals;

(C) to ensure adequate training and edu-
cation for United States Government per-
sonnel; and

(D) to ensure that information regarding
anomalous health incidents is efficiently
shared across relevant agencies in a manner
that provides appropriate protections for
classified, sensitive, and personal informa-
tion.

(2) DESIGNATION OF AGENCY COORDINATION
LEADS.—

(A) IN GENERAL.—The head of each relevant
agency shall designate a Senate-confirmed
or other appropriate senior official, who
shall—

(i) serve as the Anomalous Health Incident
Agency Coordination Lead for the relevant
agency;

(ii) report directly to the head of the rel-
evant agency regarding activities carried out
under this section;

(iii) perform functions specific to the rel-
evant agency, consistent with the directives
of the Interagency Coordinator and the es-
tablished interagency process;

(iv) participate in interagency briefings to
Congress regarding the United States Gov-
ernment response to anomalous health inci-
dents; and
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(v) represent the relevant agency in meet-
ings convened by the Interagency Coordi-
nator.

(B) DELEGATION PROHIBITED.—An Agency
Coordination Lead may not delegate the re-
sponsibilities described in clauses (i) through
(v) of subparagraph (A).

(3) SECURE REPORTING MECHANISMS.—Not
later than 90 days after the date of the enact-
ment of this Act, the Interagency Coordi-
nator shall—

(A) ensure that agencies develop a process
to provide a secure mechanism for personnel,
their dependents, and other appropriate indi-
viduals to self-report any suspected exposure
that could be an anomalous health incident;

(B) ensure that agencies share all relevant
data with the Office of the Director of Na-
tional Intelligence through existing proc-
esses coordinated by the Interagency Coordi-
nator; and

(C) in establishing the mechanism de-
scribed in subparagraph (A), prioritize secure
information collection and handling proc-
esses to protect classified, sensitive, and per-
sonal information.

(4) BRIEFINGS.—

(A) IN GENERAL.—Not later than 60 days
after the date of the enactment of this Act,
and quarterly thereafter for the following 2
years, the Agency Coordination Leads shall
jointly provide a briefing to the appropriate
national security committees regarding
progress made in achieving the objectives de-
scribed in paragraph (1).

(B) ELEMENTS.—The briefings required
under subparagraph (A) shall include—

(i) an update on the investigation into
anomalous health incidents impacting
United States Government personnel and
their family members, including technical
causation and suspected perpetrators;

(ii) an update on new or persistent inci-
dents;

(iii) threat prevention and mitigation ef-
forts to include personnel training;

(iv) changes to operating posture due to
anomalous health threats;

(v) an update on diagnosis and treatment
efforts for affected individuals, including pa-
tient numbers and wait times to access care;

(vi) efforts to improve and encourage re-
porting of incidents;

(vii) detailed roles and responsibilities of
Agency Coordination Leads;

(viii) information regarding additional au-
thorities or resources needed to support the
interagency response; and

(ix) other matters that the Interagency Co-
ordinator or the Agency Coordination Leads
consider appropriate.

(C) UNCLASSIFIED BRIEFING SUMMARY.—The
Agency Coordination Leads shall provide a
coordinated, unclassified summary of the
briefings to Congress, which shall include as
much information as practicable without re-
vealing classified information or information
that is likely to identify an individual.

(5) RETENTION OF AUTHORITY.—The appoint-
ment of the Interagency Coordinator shall
not deprive any Federal agency of any au-
thority to independently perform its author-
ized functions.

(6) RULE OF CONSTRUCTION.—Nothing in this
subsection may be construed to limit—

(A) the President’s authority under article
II of the United States Constitution; or

(B) the provision of health care and bene-
fits to afflicted individuals, consistent with
existing laws.

(¢c) DEVELOPMENT AND DISSEMINATION OF
WORKFORCE GUIDANCE.—The President shall
direct relevant agencies to develop and dis-
seminate to their employees, not later than
30 days after the date of the enactment of
this Act, updated workforce guidance that
describes—
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